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IT AND ACCEPTABLE USE POLICY


1. Purpose and Scope
· Purpose: To define expectations for the secure use of IT, safeguarding Council data, and ensuring compliance with UK GDPR and the Data Protection Act 2018.
· Scope: Applies to the Clerk (using Council-provided equipment) and all Parish Councillors (using personal devices) when conducting Council business.


2. General Principles
· Official Communication: All Council business should be conducted via an official .gov.uk email address to ensure separation from personal data and ease of management if a Freedom of Information (FOI) request is made.
· Professionalism: Users must not access or share material that is offensive, illegal, or defamatory.
· Data Minimisation: Only download or store Council information if absolutely necessary. Do not store sensitive resident data on personal devices if it can be accessed via a secure cloud portal instead.


3. Management of documents
· All working files will be stored on the Clerk’s laptop and backed up onto OneDrive. A regular back up will also be made onto an external drive.
· The Zoho drive is intended for file copies of meeting paperwork, policies, budgets and responses to planning applications. The Chairman, Vice Chairman and Clerk will have read and edit access to this and all other Councillors will have the ability to view.
· Documents for public access are to be uploaded to the website.


4. Requirements for Personal Devices (BYOD)
Because Councillors use their own hardware, they must agree to adhere to these minimum security standards:
· Authentication: Devices must be protected by a strong password, PIN, or biometric (fingerprint/face recognition).
· Updates: Ensure the device's operating system (Windows/macOS/iOS/Android) and apps are kept updated to match security vulnerabilities.
· Separation: Where possible, use separate folders or apps for Council work to prevent commingling with personal data.
· Secure Wi-Fi: Avoid conducting sensitive Council business on public, unsecured Wi-Fi (e.g., in coffee shops) without using a VPN.


5. Data Security and Privacy
· Confidentiality: If a device is lost or stolen, it must be reported to the Clerk immediately so that access to cloud accounts (e.g., Microsoft 365/Zoho Workspace) can be revoked.
· Retention: Council data must be deleted from personal devices when it is no longer required or when a Councillor leaves office.
· Storage: Avoid using personal cloud storage (e.g., personal Dropbox or iCloud) for Council documents. Use only council-approved, secure cloud solutions.


6. Compliance and Monitoring
· Policy Acknowledgement: All Councillors should sign a brief statement confirming they have read and agreed to these standards.
· Incident Reporting: Any suspected data breach (e.g., a lost phone containing resident emails) must be reported to the Clerk/Data Protection Officer immediately to meet the 72-hour ICO reporting window.


This policy was approved by full council on 16th April 2026

This policy will be reviewed in March 2028




Parish Council: Bring Your Own Device (BYOD) Agreement

This agreement outlines the security expectations for Councillors using personal devices (laptops, tablets, or smartphones) to conduct Council business. The Parish Council remains the Data Controller for all personal data handled during Council activities.

1. Security Requirements
By signing this, I confirm that any personal device used for Council business:
· Is protected by a secure, unique password, PIN, or biometric lock.
· Runs supported software (e.g., current versions of Windows, macOS, iOS, or Android) and has security updates installed promptly.
· Uses official channels: I will use the provided @parishcouncil.gov.uk email address for all Council-related correspondence rather than personal email accounts.
· Avoids public Wi-Fi: I will avoid accessing sensitive Council data over unsecured public Wi-Fi unless using a secure connection (such as a VPN).

2. Data Protection & Privacy
· Confidentiality: I will ensure that Council documents and emails are not accessible to members of my household or unauthorised third parties.
· Data Minimisation: I will not store unnecessary personal data about residents on my device.
· Data Deletion: I will securely delete all Council-related documents and emails from my personal device upon completing my term of office or if the data is no longer required for Council business.

3. Incident Reporting
· Reporting: I understand that in the event of a suspected data breach (e.g., if my device is lost, stolen, or compromised by a virus/hacker), I must notify the Clerk immediately (within 24 hours). This ensures the Council can meet its legal duty to report significant breaches to the ICO within 72 hours.

4. Consent
I understand that while I am using my own device, any Council-related information contained on it is subject to the Data Protection Act 2018 and the Freedom of Information Act 2000. I agree to assist the Clerk with any Subject Access Requests or FOI requests that may involve data held on my device.

Councillor Name: __________________________________
Device(s) Used: __________________________________
Signature: _______________________________________
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